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DETAILED ACTION 

1 . Claims 1-26 are presented for examination. 

2. Claims 1, 11, 18 and 24 are amended. 

3. This action is in response to amendment filed on 5/5/08. 



The New Grounds of Rejection 

4. Applicant's amendment and argument with respect to claims 1-26, filed on 5/5/08 have 
been fully considered but they are deemed to be moot in views of the new grounds of 
rejection. 



Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 1, 2, 5, 8-12, 14-19, 21-26 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Orman et al., US Patent Number 7,076,555, hereinafter Orman, in 
views of Soles et al, US Patent Number 7,143,13 1, hereinafter Soles. 

7. Referring to claim 1, Orman teaches a method of facilitating failover of a stateful 
protocol connection from a proxy element (failed first server) to a standby proxy (second 
server)(Col 1 lines 8-13; Col 6 lines 63-66), the method comprising: 
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a. receiving (Col 5 lines 28-35, client uses proxy server to retrieve data from web 
server, the client request is received at the proxy server), at the proxy element 
(failed first server, proxy server 302, Figure 3), data (client request corresponds to 
"data") sent by a first external entity (client 120), in accordance with a first 
state fill protocol connection (Col 9 lines 8-11, original TCP connection 
established between the first server and the client corresponds to "a first stateful 
protocol connection"); 

b. transferring state information relating to the first stateful protocol connection 
from the proxy element (the failed first server) to a standby proxy (second server) 
(Col 9 lines 52-55, 63-66, shared state information originally owned by the failed 
first server is transferred to the second server). 

Orman does not explicitly teach, withholding acknowledgement of receipt of the 
data at the proxy element until a predefined operation involving the data has been 
performed, said predefined operation being performed subsequent to the receipt of the 
data; and sending, from proxy element, the acknowledgement of receipt to the first 
external entity subsequent to performance of the predefined operation involving the data. 

However, Soles teaches, withholding acknowledgement of receipt of the data at 
the proxy element until a predefined operation involving the data has been performed 
(Col 12 lines 41-48, figure 1, XTCP 106 in server 102 withholds acknowledgement of 
received packets, and "throttleing" corresponds to the "predefined operation"), said 
predefined operation being performed subsequent to the receipt of the data (Col 12 lines 
41-48) and being other than determining the data has been satisfactorily received(the 
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withholding to is to achieve "trottling"); and sending, from proxy element (server 102) , 
the acknowledgement of receipt to the first external entity subsequent to performance of 
the predefined operation involving the data (Col 12 lines 41-48, figure 1, XTCP 106 in 
server 102 withholds acknowledgement of received packets, and the withholding will be 
eventually realeased). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the withholding of acknowledgement Soles into 
Orman because both Orman and Soles both teaches a data communication in a network. 

A person with ordinary skill in the art would have been motivated to make the 
modification to Orman because having such technique from Soles would allow the 
Orman to enhance the operating efficiency of network devices and enables the network 
devices to support open, persistent connections with large number of clients as taught by 
Soles (Col 2 lines 27-34). 

8. Referring to claim 2, Orman as modified teaches the method of claim 1 wherein the 
predefined operation comprises committing the data to an application executing upon the 
proxy element and receiving a send acknowledgment command from the application 
(Soles, Col 12 lines 41-48). 

9. Referring to claim 5, Orman teaches the method of claim 1 further including failing over 
the first stateful protocol connection to the standby proxy (Col 8 lines 63-66, connections 
between the client and the first server is failing over to the second server). 

10. Referring to claim 8, Orman teaches the method of claim 1 wherein the transferring of the 
state information is performed in accordance with an additional stateful protocol 
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connection (figure 3, shared state information is stored on shared connection structure 
340, which is transferred to cache via connection between the proxy server and the shared 
connection structure 340). 

1 1 . Referring to claim 9, Orman teaches the method of claim 5 further including beginning 
servicing, at the standby proxy, the first stateful protocol connection from a last 
successful point of synchronization between the proxy element and the standby proxy 
(Col 10 lines 22-29, Col 3 lines 32-45). 

12. Referring to claim 10, Orman teaches the method of claim 1 further including detecting, 
at the standby proxy, failure of the first stateful protocol connection (Col 9 lines 11-13, 
failure of first server is detected by the second server) and initiating failover of the first 
stateful protocol connection from the proxy element to the standby proxy (Col 9 lines 52- 
66). 

13. Referring to claim 11, Orman teaches a method of facilitating failover of a stateful 
protocol connection (Col 1 lines 8-13; Col 6 lines 63-66), the method comprising: 

a. receiving (Col 5 lines 28-35, client uses proxy server to retrieve data from web 
server, the client request is received at the proxy server) data sent by a first 
external entity (client 120), in accordance with a the stateful protocol connection 
(Col 9 lines 8-11, original TCP connection established between the first server 
and the client corresponds to "the stateful protocol connection"); 

b. transferring state information relating to the stateful protocol connection to a 
standby system (second server) (Col 9 lines 52-55, 63-66, shared state 
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information originally owned by the failed first server is transferred to the second 
server). 

Orman does not explicitly teach, withholding acknowledgement of receipt of the 
data at the proxy element until a predefined operation involving the data has been 
performed, said predefined operation being performed subsequent to the receipt of the 
data; and sending, from proxy element, the acknowledgement of receipt to the first 
external entity subsequent to performance of the predefined operation involving the data. 

However, Soles teaches, withholding acknowledgement of receipt of the data at 
the proxy element until a predefined operation involving the data has been performed 
(Col 12 lines 41-48, figure 1, XTCP 106 in server 102 withholds acknowledgement of 
received packets, and "throttleing" corresponds to the "predefined operation"), said 
predefined operation being performed subsequent to the receipt of the data (Col 12 lines 
41-48) and being other than determining the data has been satisfactorily received(the 
withholding to is to achieve "trottling"); and sending, from proxy element (server 102) , 
the acknowledgement of receipt to the first external entity subsequent to performance of 
the predefined operation involving the data (Col 12 lines 41-48, figure 1, XTCP 106 in 
server 102 withholds acknowledgement of received packets, and the withholding will be 
eventually realeased). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the withholding of acknowledgement Soles into 
Orman because both Orman and Soles both teaches a data communication in a network. 
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A person with ordinary skill in the art would have been motivated to make the 
modification to Orman because having such technique from Soles would allow the 
Orman to enhance the operating efficiency of network devices and enables the network 
devices to support open, persistent connections with large number of clients as taught by 
Soles (Col 2 lines 27-34). 

14. Referring to claim 12, Orman as modified teaches the method of claim 1 1 wherein the 
predefined operation comprises committing the data to an application executing upon the 
proxy element and receiving a send acknowledgment command from the application 
(Soles, Col 12 lines 41-48). 

15. Referring to claim 14, Orman teaches the method of claim 1 1 further including failing 
over the first stateful protocol connection to the standby system (Col 8 lines 63-66, 
connections between the client and the first server is failing over to the second server). 

16. Referring to claim 15, Orman teaches the method of claim 1 1 wherein the transferring of 
the state information is performed in accordance with an additional stateful protocol 
connection (figure 3, shared state information is stored on shared connection structure 
340, which is transferred to cache via connection between the proxy server and the shared 
connection structure 340). 

17. Referring to claim 16, Orman teaches the method of claim 14 further including beginning 
servicing, at the standby system, the stateful protocol connection from a last successful 
point of synchronization between the proxy element and the standby system (Col 10 lines 
22-29, Col 3 lines 32-45). 
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18. Referring to claim 17, Orman teaches the method of claim 1 1 further including detecting, 
at the standby system, failure of the stateful protocol connection (Col 9 lines 11-13, 
failure of first server is detected by the second server) and initiating failover of the 
stateful protocol connection from the proxy element to the standby system (Col 9 lines 
52-66). 

19. Referring to claim 18, Orman teaches a stateful protocol processing apparatus 
comprising: 

a. a proxy element (failed first server) having a first protocol core (interface for 
connection with a client) and a second protocol core (interface for connection 
with a web server)(Col 5 lines 28-37) the first protocol core supporting a first 
stateful protocol connection (Col 9 lines 8-11, original TCP connection 
established between the first server and the client corresponds to "a first stateful 
protocol connection") over which data is received from a first external entity 
(client 120) (Col 5 lines 28-35, client uses proxy server to retrieve data from web 
server, the client request is received at the proxy server); 

b. a standby element (second server) to which state information relating to the first 
stateful protocol connection is transferred from the proxy element (Col 9 lines 
52-55, 63-66, shared state information originally owned by the failed first server 
is transferred to the second server). 

Orman does not explicitly teach, withholding acknowledgement of receipt of the 
data at the proxy element until a predefined operation involving the data has been 
performed, said predefined operation being performed subsequent to the receipt of the 
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data; and sending, from proxy element, the acknowledgement of receipt to the first 
external entity subsequent to performance of the predefined operation involving the data. 

However, Soles teaches, withholding acknowledgement of receipt of the data at 
the proxy element until a predefined operation involving the data has been performed 
(Col 12 lines 41-48, figure 1, XTCP 106 in server 102 withholds acknowledgement of 
received packets, and "throttleing" corresponds to the "predefined operation"), said 
predefined operation being performed subsequent to the receipt of the data (Col 12 lines 
41-48) and being other than determining the data has been satisfactorily received(the 
withholding to is to achieve "trottling"); and sending, from proxy element (server 102) , 
the acknowledgement of receipt to the first external entity subsequent to performance of 
the predefined operation involving the data (Col 12 lines 41-48, figure 1, XTCP 106 in 
server 102 withholds acknowledgement of received packets, and the withholding will be 
eventually realeased). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the withholding of acknowledgement Soles into 
Orman because both Orman and Soles both teaches a data communication in a network. 

A person with ordinary skill in the art would have been motivated to make the 
modification to Orman because having such technique from Soles would allow the 
Orman to enhance the operating efficiency of network devices and enables the network 
devices to support open, persistent connections with large number of clients as taught by 
Soles (Col 2 lines 27-34). 
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20. Referring to claim 19, Orman as modified teaches the apparatus of claim 18 wherein the 
predefined operation comprises committing the data to an application executing upon the 
proxy element (Rostowfske ,Col 7 lines 26-32) and receiving a send acknowledgment 
command from the application (Rostowfske, Col 6 lines 26-32), and wherein the proxy 
element is further configured to send the acknowledgement of receipt to the first external 
entity subsequent to performance of the predefined operation involving the data (Col 7 
lines 26-32, the primary server will return an acknowledgement back to the client (the 
first external entity) reflecting the satisfactory receipt of the data frame). 

2 1 . Referring to claim 2 1 , Orman teaches the apparatus of claim 1 8 further including a switch 
(switch 310, figure 3) disposed to failover the first stateful protocol connection from the 
proxy element to the standby element (Col 8 lines 63-66, connections between the client 
and the first server is failing over to the second server). 

22. Referring to claim 22, Orman teaches the apparatus of claim 21 further including a failure 
detection unit configured to detect failure of the first stateful protocol connection (Col 9 
lines 11-13, failure of first server is detected by the second server) and to command the 
switch to initiate said failover (Col 9 lines 52-66), the standby proxy beginning servicing, 
the first stateful protocol connection from a last successful point of synchronization 
between the proxy element and the standby proxy (Col 10 lines 22-29, Col 3 lines 32-45). 

23. Referring to claim 23, Orman as modified further teaches the apparatus of claim 18, 
wherein the standby element includes memory in which is stored the state information 
relating to the first stateful protocol connection (Col 9 lines 53-55, 63-65, and figure 3, 
item 304). 
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24. Referring to claims 24-26 claims 24-26 encompass the same scope of the invention as 
that of the claims 1-2. Therefore, claims 24-26 are rejected for the same reason as the 
claims 1-2. (Col 7 lines 26-32, the primary server will return an acknowledgement back 
to the client (the first external entity) reflecting the satisfactory receipt of the data frame, 
acknowledgement is a confirmation that the data ahs been received at the host entity). 

25. Claims 3, 4, 6, 7, 13 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Orman, in views of Soles, and in further views of Serex et al., US Patent Number 
6,532,079, hereinafter Serex. 

26. Referring to claim 3, Orman as modified teaches the method of claim 1 wherein the 
predefined operation comprises: sending, from the proxy element (first server), the data 
to a second external entity (web server corresponds to " a second external entity") (Col 5 
lines 28-31, Col 6 lines 20-23, Col 1 lines 31-35, proxy server handles user requests and 
retrieve data from the web server). 

Orman does not explicitly teach, receiving, at the proxy element, a second 
acknowledgment that the data has been received at the second external entity. 

However, Serex teaches, once the data transfer is completed, the image processor 
acknowledges that the transfer was carried out properly, which enables the information 
server to delete the copy of the information stored (Col 3 lines 57-60). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the copy deletion on information server based on 
transfer acknowledgement of Serex, into Orman because Orman teaches a proxy device 
that handles user request to retrieve information from a server (Col 5 lines 28-3 1), and 
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Serex suggests to delete the redundant information upon acknowledgement at proxy 
device (Col 3 lines 57-60) 

A person with ordinary skill in the art would have been motivated to make the 
modification to Orman because having such acknowledgement would allow proxy device 
of Orman to be informed whether an information is transfer properly and prevent 
unaware data loses and saving memory spaces upon deleting redundant information on 
information server as taught by Serex (Col 3 lines 57-60). 

27. Referring to claim 4, Orman as modified teaches the method of claim 3 wherein the 
sending of the data to the second external entity (Col 5 lines 28-35, client uses proxy 
server to retrieve data from web server, client request is sent to the web server from the 
proxy server) is performed in accordance with a second stateful protocol connection 
(figure 1, connection between the proxy server and the web server, corresponds to "a 
second stateful protocol connection"), the method further including transferring state 
information relating to the second stateful protocol connection to the standby proxy (Col 
9 lines 52-55, 63-66, shared state information originally owned by the failed first server is 
transferred to the second server). 

28. Referring to claim 6, Orman as modified teaches the method of claim 4 further including 
failing over the second stateful protocol connection to the standby proxy (Col 8 lines 63- 
66, connections between the web server and the first server is failing over to the second 
server). 

29. Referring to claim 7, Orman as modified teaches the method of claim 1, and Orman does 
not explicitly teach transmitting, from the first external entity, the data to the proxy 
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element and retaining a copy of the data; and deleting the copy of the data upon receipt at 
the first external entity of the acknowledgment. 

However, Serex teaches once the data transfer is completed, the image processor 
acknowledges that the transfer was carried out properly, which enables the information 
server to delete the copy of the information stored (Col 3 lines 57-60). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the copy deletion on a sender device based on 
transfer acknowledgement of Serex, into Orman because Orman teaches a proxy device 
that handles user request (Col 5 lines 28-3 1 , Col 6 lines 20-22), and Serex suggests to 
delete the redundant information upon acknowledgement at proxy device (Col 3 lines 57- 
60) 

A person with ordinary skill in the art would have been motivated to make the 
modification to Orman because having such acknowledgement would allow proxy device 
of Orman to be informed whether an information is transfer properly and prevent 
unaware data loses and saving memory spaces upon deleting redundant information on 
the sender device as taught by Serex (Col 3 lines 57-60). 
30. Referring to claim 13, Orman as modified teaches the method of claim 1 1 wherein the 
predefined operation comprises: sending the data to a host entity (web server corresponds 
to " host entity") (Col 5 lines 28-31, Col 6 lines 20-23, Col 1 lines 31-35, proxy server 
handles user requests and retrieve data from the web server). 

Orman does not explicitly teach, receiving confirmation that the data has been 
received at the host entity. 
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However, Serex teaches once the data transfer is completed, the image processor 
acknowledges that the transfer was carried out properly, which enables the information 
server to delete the copy of the information stored (Col 3 lines 57-60). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the copy deletion on information server based on 
transfer acknowledgement of Serex, into Orman because Orman teaches a proxy device 
that handles user request to retrieve information from a server (Col 5 lines 28-31), and 
Serex suggests to delete the redundant information upon acknowledgement at proxy 
device (Col 3 lines 57-60) 

A person with ordinary skill in the art would have been motivated to make the 
modification to Orman because having such acknowledgement would allow proxy device 
of Orman to be informed whether an information is transfer properly and prevent 
unaware data loses and saving memory spaces upon deleting redundant information on 
information server as taught by Serex (Col 3 lines 57-60). 
31. Referring to claim 20, Orman as modified teaches the apparatus of claim 18, wherein the 
second protocol core is configured to support a second stateful protocol connection to a 
second external entity (web server) over which is transmitted the data (Col 9 lines 8-11, 
Col 5 lines Col 5 lines 28-35, original TCP connection established between the first 
server and the web server corresponds to "a second stateful protocol connection") and 
wherein the predefined operation comprises receiving, at the proxy element, a second 
acknowledgement that the data has been received at the second external entity. 
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Orman does not explicitly teach, receiving, at the proxy element, a second 
acknowledgment that the data has been received at the second external entity. 

However, Serex teaches once the data transfer is completed, the image processor 
acknowledges that the transfer was carried out properly, which enables the information 
server to delete the copy of the information stored (Col 3 lines 57-60). 

It would have been obvious to a person with ordinary skill in the art at the time 
the invention was made to incorporate the copy deletion on information server based on 
transfer acknowledgement of Serex, into Orman because Orman teaches a proxy device 
that handles user request to retrieve information from a server (Col 5 lines 28-31), and 
Serex suggests to delete the redundant information upon acknowledgement at proxy 
device (Col 3 lines 57-60) 
A person with ordinary skill in the art would have been motivated to make the modification 
to Orman because having such acknowledgement would allow proxy device of Orman to be 
informed whether an information is transfer properly and prevent unaware data loses and 
saving memory spaces upon deleting redundant information on information server as taught 
by Serex (Col 3 lines 57-60). 

Conclusion 

32. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 
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33. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of the 
advisory action. In no event, however, will the statutory period for reply expire later than 
SIX MONTHS from the mailing date of this final action. 

34. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Liang-che Alex Wang whose telephone number is 
(571)272-3992. The examiner can normally be reached on Monday thru Friday, 8:30 am 
to 5: 00 pm. 

35. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glenton B Burgess can be reached on (571)272-3949. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

36. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 
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Liang-che Alex Wang 
August 18,2008 

/Liangche A. Wang/ 

Primary Examiner, Art Unit 2153 



